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Risk Management – applicable guidance
ISO 14971 - Medical devices — Application of risk
management to medical devices
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Risk Management – Risk analysis method

Hazardous Situation: 
attach blade to holder

Hazard: sharp 
blade

Harm: patient 
is cut

P2 SeverityRisk = X

P1 is probability of hazardous situation occurring

P2 is probability of hazardous situation leading to harm

Risk = probability of occurrence (P) of harm x severity (S) of that harm 

P1 X

Often P is used which integrates 
directly P1 xP2



4

Ki
m

 R
oc

ha
t

R
eg

ul
at

or
y,

 q
ua

lit
y 

an
d 

cl
in

ic
al

 a
ffa

irs

Risk Management – Risk analysis concept

Definition of probability and severity scale for my risk analysis

Severity Level Factor (score)

Negligible 1

Minor 2

Serious 3

Critical 4

Catastrophic 5

Probability Level Quantitative 
Probability

Improbable 1

Remote 2

Occasional 3

Probable 4

Frequent 5

Risk = Probability X Severity 
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Risk Management – Risk analysis concept
Risk = Probability X Severity 

Severity (S)

Probability of 
Occurrence (O) Very Low (1) Low (2) Moderate (3) High (4) Very high (5)

Improbable (1) 1 2 3 4 5

Remote (2) 2 4 6 8 10

Occasional (3) 3 6 9 12 15

Probable (4) 4 8 12 16 20

Frequent (5) 5 10 15 20 25

Þ frequent risk with a moderate severity = Level of 15
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Risk Management – Risk analysis concept
Definition of risk acceptability

Risk Level Common Terms Interpretation 

RL ≥ 10 Unacceptable risk
Risks too severe to be accepted. A risk above this
limit shall be reduced through mitigation measure(s)
or risk control(s).

10 > RL > 4 Significant risk

The risks in this range are deemed acceptable, only
if the reduction is not technically possible. If the risk
may be reduced, then a mitigation measure or a
risk control shall be implemented. Risk can be
acceptable only with a favourable Risk/Benefit ratio.

4 ≥ RL Acceptable risk

Risk is acceptable. It represents the low-risk area
where a mitigation measure would not result in
significant risk reduction. When this level is
achieved during initial evaluation, if possible, it
should be further mitigated.
This status is when the risk is reduced As Far As
possible

Example of risk acceptability level
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Risk Management – Risk analysis concept
Risk evaluation

Risk Identification Initial risk level

ID 
# Cause / Failure Mode Hazardous situation / effect(s) 

of failure Harm / Damage S P Score

1
The glue selected for the 
medical adhesive is not 
biocompatible

The glue is absorbed by the skin 
provoking an allergic reaction Mild skin irritation 2 4 8

2
Battery of the external 
defibrillator is not certified for 
the define used

The battery explode when 
defibrillator at maximum power

Sever injury to 
patient and medical 
personnel

5 3 15

Þ My risk 1 has a level of 8, it is a significant risk
Þ My risk 2 has a level of 15, it is unacceptable
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Once risks are identified and estimated, the manufacturer shall reduce them as far 
as possible.

The objective is to define measures that can be implemented which by themselves 
reduced the identified risk.

There is mainly two ways to reduce a risk level:

1) Implementing a measure that reduce the probability of occurrence of a risk 

2) Implementing a measure that reduce the severity of the harm
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Reduction of the impact of the harm

The airbag does not reduce the likelihood of a car accident occurring, but if an 
accident happens, it helps reduce the impact on the passenger.
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Reduction of the probability of occurrence

Parking assistance does not reduce the damage if your car hits a wall, but it helps 
prevent such incidents from happening.
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Risk Management – Risk control
Risk treatment

Risk Identification Initial risk level

ID 
# Cause / Failure Mode Hazardous situation / effect(s) 

of failure Harm / Damage S P Score

1
The glue selected for the 
medical adhesive is not 
biocompatible

The glue is absorbed by the skin 
provoking an allergic reaction Mild skin irritation 2 4 8

Treatment plan (Mitigation) Initial risk level

ID 
#

Risk control / mitigation 
measure description Additional risk Evidence of 

Implementation S P Score

1
The glue selected shall be 
biocompatible according to 
10993

The new glue does not support 
prolonged contact with water REQ-123 2 1 2

Outcome: 1) The initial risk is now acceptable (RL =2)
2) We have an additional risk to consider
3) We have adjusted the requirement for traceability (REQ-123)
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Risk Management – Risk control
Risk mitigation outcome

Risk Identification Initial risk level

ID 
# Cause / Failure Mode Hazardous situation / effect(s) 

of failure Harm / Damage S P Score

2

The selected glue for the 
medical adhesive does not 
support prolonged contact 
with water

The medical adhesive may come 
off in case of patient bath or 
shower while still need to protect 
the skin

Medical adhesive 
need to be replaced 
with a new adhesive

1 4 4

1) We have an additional risk to consider

2) We have to update the requirement

Medical adhesive glue - REQ-123 / shall
The selected glue used for the medical adhesive shall be biocompatible according to IEC 
10993. A declaration of conformity shall be provided 
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Risk Management – Risk control
Update requirements

Slide 8 – session 4

Medical adhesive 
glue - REQ-123 / shall
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Nature of controls
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Clause 7.1 of ISO 14971 provide specific requirements for the definition of risk 
control: “The manufacturer shall use one or more of the following risk control 
options in the priority order listed:

• inherently safe design and manufacture;

• protective measures in the medical device itself or in the manufacturing 
process;

• information for safety and, where appropriate, training to users.”

Nature of controls

There is an ongoing debate on whether informing or training the users 
contributes to reduce severity of probability of a risk. Thus, the 
standards consider them as relevant risk controls 
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Nature of controls - inherently safe  

On a lancet, the needle automatically
retracts after injection, to
prevent needlestick injuries or cross
contamination

Some medical implants (e.g.,
pacemakers, orthopedic implants)
are made from non-magnetic
materials (e.g., titanium instead of
steel) to reduce the risk of
interactions with MRI machines (MR
Safe)
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Nature of controls - protective measures 

Medical drills are equipped with a speed
controller that automatically cuts the
current to the motor if the rotational speed
exceeds the predefined safety limit,
preventing potential tissue damage and
ensuring precise surgical performance.

Þ It monitors the motor speed and
reacts when a hazardous situation
occurs (excess speed).

The emergency stop button on an MRI
machine allows the operator to
immediately halt the scan if there is a
safety concern, such as patient
discomfort, equipment malfunction, or
the presence of metallic objects in the
magnetic field.
Þ It doesn't prevent the hazard but 

mitigates its consequences by 
allowing intervention to stop it.
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Nature of controls - information for safety

Information for safety are provided in the instruction for use (IFU) or on the labelling. It is
usually provided in the form of «Warnings» or «Caution». Alarms and warning messages (i.e.
on a screen) are also considered as Information for safety.

Source: https://aktiia.com/ch/wp-content/uploads/sites/5/2023/11/Aktiia_Bracelet_G1_User_Manual_v4.0_WEB_EN.pdf

Caution
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Risk Management – Risk control
Example of risk controls 

ISO/TR 24971 Table 6
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Caution provided in the “about page” of the app

Information on residual risk provided in the IFU of the device
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Risk status of the device – result of treatment plan

Before mitigation

After mitigation

The Risk Management Report  typically contains the results of the risk management process in terms of how 
effective it was.
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Residual risks
They are the risks that remain after risk control measures have been implemented. 
After applying all possible design improvements, protective measures, and alarms, 
these risk remain at a level which is significant.

Cause / Failure Mode Hazardous situation Harm / Damage S P RPN
The user is not positioned at 2m  when 
performing the distance test

The user does not perform the test 
with the tested eyesight distance

The information provided to the 
user are inaccurate 3 4 12

Prior risk control

Risk control / mitigation measure description Evidence of Implementation Additional 
risk? S P RPN

User should acknowledge that the instructions are 
respected before proceeding to the test by ticking all 
checkboxes. 

REQ-112, REQ-114, REQ-129 Yes uFMEA-11 3 3 9

Post risk control

The risk is still above the acceptable threshold 
=> Residual risk to be communicated to the user
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Risk benefit assessment

Benefits outweigh the risks

Risks outweigh the benefits

The risk-benefit assessment of a medical device shall 
demonstrate that its intended clinical benefits

- improved patient outcomes

- enhanced safety, 

- increased quality of life 

outweigh the potential risks, including 

- device malfunctions, 

- user errors,
- adverse effects,

while ensuring that all identified risks are mitigated 
through robust design, regulatory compliance, and 
appropriate risk management strategies.

Benefits for patient

Residual risk of device 
or risk of procedure
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Analysis Evaluation Control

Applicative level

Analysis Evaluation Control

Failure of components or conception

Analysis Evaluation Control

Failure in assembly / manufacturing

Risk analysis
Functional 
analysis

Design 
analysis

Manufacturing 
analysis

Analysis Evaluation Control

Identification of possible use errorUsability 
analysis

Analysis Evaluation Control

Identification of adverse events / complicationClinical 
analysis
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§ Preliminary Hazard Analysis (PHA) is a technique that can be used early in the
development process to identify the hazards, hazardous situations, and events that
can cause harm when few of the details of the medical device design are known

§ Fault Tree Analysis (FTA) and Event Tree Analysis (ETA) are especially useful in
safety engineering, early in the development process, for the identification and
prioritization of hazards and hazardous situations and possible risk control measures
as well as for analysing the consequences of adverse events

§ Failure Mode and Effects Analysis (FMEA) is a technique by which effects or
consequences of individual components are systematically identified and is more
appropriate as the design matures and the failure modes are better understood

§ Hazard and Operability Study (HAZOP) is typically used in the early stages of the
development process to study deviations from the intended performance

§ Hazard Analysis and Critical Control Point (HACCP) is typically used in the later
stages of the development process to verify and then optimize design concepts or
changes
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Fluidic path 
contamination

Open section

Presence of 
contamination 

sources

Section open 
by design

Section 
damaged

Forget to clean

Uncomplete 
cleaning 

because design

Or

Or

And

An example of a medical device that can experience fluidic path 
contamination (i.e. hemodialysis machine).

A hemodialysis machine is a device that cleans a patient’s blood by filtering out waste, toxins, and excess 
fluids when the kidneys cannot do so.
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Risk Management – Risk management lifecycle
Risk evaluation cycle

Risk 
Identification

Risk 
Evaluation Risk Control Verification of 

efficacy
(Post) market 
information

Risk assessment Risk management

Risk profile change, efficacy of risk control or identification of new risks
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Risk Management – Risk management lifecycle
Risk evaluation activities

Risk 
Management

Product 
Design Process 

Design

Pre-Market Phase Post Market Phase

Non-Conformities

Supplier Monitoring

Customer Support

Field Incident

Design Changes

PMCF
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Risk Management – Risk management documentation
Key elements of the risk management file

§ The risk management activities shall
be planed at the beginning of the
development process.

§ The risk analyses are performed
during the product lifecycle.

§ Codification of risk is recommended
as link between risk analysis and
requirements (mandatory for
software i.e. for reference to
mitigation measure).

§ A link between risk management
and change management is to be
integrated in the development
process.

§ The risk management outcome shall
be formalized in a report

Product 
Requirements 
Specification

Risk 
Management 

Plan

Hazard 
analysis

Risk 
Management 

report

Risk controls Hazard 
analysis

Risk analysis
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Risk Management – Risk management documentation
Risk Management 

File

Risk Management 
Plan

Responsibilities

Competences

Risk acceptability 
criteria

Activities planning

Risk Analysis

Risk Identification

Risk evaluation

Treatment Plan

Risk Management 
Report

Risk Treatment 
outcome

Residual risks

Risk Benefit analysis
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Risk Management – Risk management documentation
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Phase I R - - A - A

Phase II R R R R - -

Phase III R R R A A -

Phase IV R R R A A R

Phase V R R R A A R

R – stands for required qualification, A – stands for if appropriate

Identification of required competences
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